
I n t r o d u c t i o n
t o  SAS 70

THE SAS 70 WORLD CAN BE A PLACE OF CONFUSION,
TECHNICAL TERMINOLOGY AND STRINGENT REQUIREMENTS.
IT’S ALSO AN AREA OF GROWING IMPORTANCE. MFA –
MOODY, FAMIGLIETTI & ANDRONICO, LLP HAS PUT TOGETH-
ER THIS SAS 70 GUIDE TO HELP YOU UNDERSTAND THIS

WORLD.



WWhhaatt  iiss  aa  SSAASS  7700  RReeppoorrtt??

A SAS 70 Report is designed to provide information and
assurance about controls within a service organization to user
organizations (customers) and their auditors. The services are
conducted in accordance with the American Institute of
Certified Public Accountants (AICPA) Statement on Auditing
Standard (SAS) 70 standards, titled “Reports on the Processing
of Transactions by Service Organizations.” SAS 70 includes the
professional standards used by a Service Auditor to report on
the processing of transactions by a service organization for use
by other auditors. A service organization is an entity (or
segment of an entity) that provides services to a user
organization that are part of the user organization’s information
system and control environment.

WWhhoo  UUsseess  tthhee  SSAASS  7700??

Service auditor reports are primarily used by the service
organization, its clients and the client’s auditors. The client’s
auditors can use the SAS 70 to gain an understanding of the
internal controls in operation at the service organization.
Depending on the type of report, a client’s auditors may be able
to consider the service organization’s internal controls in
planning and executing its Sarbanes-Oxley 404 attestation and
financial audit services for the user organization.

SSAASS  7700 RReeppoorrtt  SSeeccttiioonnss

A SAS 70 Report typically includes several sections, including: 

1. Independent service auditors report
2. The service organization’s description of controls

• Overview
• Control environment elements
• Description of computerized systems
• Control objectives, controls and user control considerations

for each of the controls
• Tests of the controls and results of the tests performed (for

Type II reports)

3. Other information provided by the service organization or
service auditor

TTyyppee  II  vveerrssuuss  TTyyppee  IIII  rreeppoorrtt

A Type I report details the controls placed in operation as of a
specific date. A Type II report details the controls placed in
operation and tests of the operating effectiveness of controls
during a specified period of time. The period of time for a Type
II report is generally 6 months to 1 year. Since the Type II
report is an extension of the Type I report, if you chose to do a
Type I report and opted to switch to Type II, the difference is
the application of tests of the operating effectiveness of specific

controls. Some clients have opted for a Type I report for the
first year and a Type II report in subsequent years. This has the
advantage of allowing you to review and improve your controls
before undergoing the testing in the Type II (with Sarbanes-
Oxley 404 time pressures, this approach is less of an option).

SSAASS  7700 RReessppoonnssiibbiilliittiieess

The service organization is responsible for:

• The service organization’s description of controls
• Features of the control environment that may affect the

service provided to user organizations
• Applications and control objectives to be covered by the tests
• Other information the service organization may provide

In a type I report, the service auditor is responsible for:

• An opinion as to whether service organization’s description of
its controls presents fairly those controls that have been
placed in operation as of the end of the reporting period

• An opinion as to whether the described controls were suitably
designed to achieve the specified control objectives

• Other information the service auditor may provide.

In a type II report, the service auditor is responsible for: 

• An opinion that the controls tested were operating with
sufficient effectiveness to provide reasonable, but not
absolute, assurance that the control objectives were achieved
for the period under review

• Determining which controls are, in his or her judgment,
necessary to achieve the control objectives and the nature,
timing, and extent of the tests of the selected controls

• A description of the tests of operating effectiveness of controls
and the results of those tests

BBeenneeffiittss  ooff  aa  SSAASS  7700

• Satisfy customer Sarbanes-Oxley 404 requirements
• Satisfy customer audit requirements
• Compliance with regulatory requirements
• Satisfy contract requirements 
• Documentation and testing of internal control structure
• Streamline business processes and controls

TThhee  SSAASS  7700 AAuuddiitt  PPrroocceessss

A typical engagement would include:

1. On-site consultation to assist management in identifying the
control objectives and control procedures

2. Provide guidance to management on the adequacy of their
control objectives and controls

3. Perform on-site testing at various points in time to
determine the effectiveness of the controls placed in
operation and the operating effectiveness of the controls for
Type II reports. Testing typically includes inquiry, inspection,
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observation, and retesting
4. Preparation of a draft report to be reviewed by the service

organization for accuracy and completeness of the details
5. Delivery of a management letter to management for any

control deficiencies uncovered during the course of the
review

6. Issuance of the SAS 70 report in hardcopy and electronic
PDF format

SSAASS  7700 TTeerrmmiinnoollooggyy

User Organization: An entity that has engaged a service
organization for a service.

User Auditor: The auditor who reports on the financial
statements of the user organization.

Service Organization: An entity that provides services to a user
organization. 

Service Auditor: The auditor who reports on and tests the
controls of a service organization.

Service Auditor’s Report: An independent report issued by a
service auditor over the internal control structure of a service
organization.

TToopp  SSAASS  7700 QQuueessttiioonnss

WHAT IS SARBANES-OXLEY AND HOW DOES IT RELATE TO

SSAASS  7700SS?

In July 2002, the United States Congress passed the Sarbanes-
Oxley Act (“the Act”) into law. The Act calls for the formation
of a Public Company Accounting Oversight Board (PCAOB)
and specifies several requirements that include management’s
annual assertion that internal controls over financial reporting
are effective (Section 404). In the case of Section 404, the
independent auditor of the organization is required to opine on
management’s assertion over internal control in addition to the
auditor’s opinion on the fair presentation of the organization’s
financial statements. In order for management to make its
annual assertion on the effectiveness of its internal controls,
management will be required to document and evaluate all
controls that are deemed significant to the financial reporting
process. Management will look to the service organization for
information on the design and operating effectiveness of the
service organization’s controls if the organization uses the
service provider to process transactions, host data, or other
significant services. Management may obtain a SAS No. 70
service auditor’s report from the service organization to gain an
understanding of the service organization’s controls and
effectiveness of those controls. The relevant audit guidance for
SAS No. 70 already requires that a service auditor’s report
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contain information on the five components of internal control
as it relates to the service organization.

WHO CAN PERFORM A SAS 70 AUDIT?

A SAS 70 audit can only be performed by an independent
certified public accountant (CPA) or firm. CPA firms that
perform SAS 70 audits must adhere to specific professional
standards established by the American Institute of Certified
Public Accountants (AICPA). Member firms of the AICPA are
required to follow specific guidance related to planning,
execution, and supervision of the audit procedures. In
addition, member firms are required to undergo a peer review
to ensure that the firm’s audits are conducted in accordance
with generally accepted auditing standards.

IS THERE A LIST OF SAS 70 STANDARD CONTROL OBJECTIVES

AND CONTROLS?

Since service organizations are responsible for describing their
controls and defining their control objectives, there is no
published list of SAS 70 standards. Generally, the control
objectives are specific to the service organization and their
customers. A service organization may consult with its service
auditor for guidance on the control objectives.

WHERE CAN I GET A COPY OF THE SAS 70 AUDIT STANDARD?

The AICPA has released an audit guide entitled “Service
Organizations, Applying SAS No. 70, as Amended.” The audit
guide is designed to provide the latest guidance to auditors of
companies that use service organizations and service auditors
that perform examinations of service organizations. The audit
guide can be ordered from the AICPA’s website and is listed as
publication number 012772SK.

DOES THE ENTIRE ORGANIZATION HAVE TO BE AUDITED?

No, the SAS 70 audit should focus on the control environment
surrounding the services you provide to your customers. The
service auditor’s report can be customized to specifically
identify the applicable data centers, operating environments
and applications that are covered in the audit. An organization
may have many business units while only one may process
transactions or provide data processing services for its
customers.

CAN A SAS 70 AUDIT BE PERFORMED OUTSIDE OF THE

UNITED STATES?

A SAS 70 audit can be performed outside of the United States.
The audit engagement would have to be performed by a firm
that subscribes to the AICPA professional standards. 



For more information, please contact

William S. Andronico, CPA, MST, MBA
Partner
wandronico@mfa-cpa.com
(978) 557-5302

Michelle E. Kupka, CPA
Partner
mkupka@mfa-cpa.com
(978) 557-5342

about mfa

MFA - Moody, Famiglietti & Andronico, LLP (www.mfa-
cpa.com) is a proactive CPA and consulting firm located
North of Boston with National and Global reach.
Founded in 1982, the firm is comprised of nearly 100
professionals including 11 partners who make a personal
commitment to resolve client issues by providing proven
best value solutions with the ideal combination of
expertise, service and price.  

MFA is an independent member of the BDO Seidman
alliance, which allows them to coordinate seamlessly with
the 5th largest accounting firm in the world.  Clients
benefit from our ability to apply MFA's expertise and
value to resources from 621 member firm offices in 107
countries.

In addition, MFA offers through affiliates complementary
solutions such as wealth advisory, technology consulting
and staffing.

Material Discussed in this Perspective Issue is meant to provide general information and should not be acted on without obtaining professional advice tailored to your firm’s individual and specific needs.
This information is for general guidance only and is not a substitute for professional advice. 

IRS CIRCULAR 230 DISCLOSURE: To ensure compliance with requirements imposed by the IRS, we inform you that any U.S. tax advice contained in this communication (including any attach-
ments) is not intended or written to be used, and cannot be used, for the purpose of (i) avoiding penalties under the Internal Revenue Code or (ii) promoting, marketing or recommending to another party
any transaction or matter addressed herein.

HOW ARE SAS 70 AUDIT REPORTS GENERALLY DISTRIBUTED?

The result of a SAS 70 audit engagement is the issuance of a
SAS 70 report. The SAS 70 report will then be provided to the
service organization for distribution to their respective
customers (user organizations), user auditors and other parties.
The SAS 70 report is usually distributed via hardcopy or
electronically.
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